3GPP TSG-SA3 Meeting #116
S3-242114
Jeju, Korea  20 - 24 May 2024
revision of S3-24xxxx
Source:
CATT
Title:
pCR to TR33.700-29 Update Solution#10
Agenda Item:
5.7
1
Decision/action requested

Approve the pCR below
2
References

3

Rationale

Update Solution#10 in order to remove editor’s note
6.10
Solution #10: UE Attach/Registration method for S&F operation
6.10.1
Introduction

This solution addresses Key issue #1: Security protection in Store and Forward Satellite Operation. 

The principle of the solution is:

1.
UE subscription information is stored in a UE authentication token that is protected by confidentiality and integrity. UEs cannot understand and modify the UE authentication tokens.
2.
When the UE connects to a satellite, it provides the UE authentication token to the satellite.

3.
The satellite decrypts and verifies the UE authentication token, generates UE subscription data based on the content contained in the UE authentication token, and then authenticates the UE.


There is a valid time in the UE authentication token. Tokens should not be used after their expiration time. Token provision and re provision are implemented at the application layer.
6.10.2
Solution details

UE Attach/Registration method for S&F operation is shown in the following figure.
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Figure 6.10.2-1: UE context management procedure for S&F operation

0.
The LTE/5G system provisions security materials for decrypting and verifying UE authentication tokens to satellites that support S&F operation.


The LTE/5G system generates UE authentication token for a UE. The UE authentication token contains UE subscription information and UE authentication key, which can be used to generate UE subscription data. UE authentication tokens need to be protected by confidentiality and integrity.

The LTE/5G system provisions the UE authentication token to the UE. How to provision UE authentication token is out of the scope of the 3GPP system.

NOTE:
What subscription information should be included in the UE authentication token and how to protect it will be specified in the normative phase.
1.
When the UE connects to a satellite, it sends an attach/registration request to the satellite, which includes the UE authentication token.


If privacy protection is required, a security mechanism similar to SUCI can be used to protect UE authentication tokens.

2.
The satellite decrypts and verifies the UE authentication token using the security materials received in step 0. 

3.
The satellite generates UE subscription data using the content contained in the UE authentication token.


NOTE:
How to handle SQN will be specified in the normative phase.
4.
The satellite and the UE continue to perform other attach/registration procedure.

5.
The satellite and UE exchange downlink/uplink data through established security connection. After disconnecting, the satellite does not need to save UE context.

6.10.3
Evaluation

This solution uses the existing solutions specified in TS 23.401 [9] to achieve authentication and communication security, thus meeting the requirements of Key Issue #1.
The advantages of this method are:
-
No changes to the existing authentication and NAS/AS security procedures.
The drawbacks of this method are:
-
Token protection keys need to be pre-configured in the satellites.
-
Protocol needs to be changed in order to transmit tokens.
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